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01.01 PURPOSE AND SCOPE

To ensure compliance with the Health Insurance and Portability Act of 1996 (“HIPAA”) for protected
health information (“PHI”) and other related protections of information.

01.02 POLICY

The employees of the Ear Institute of Texas (“EIT”) shall comply with HIPAA regulations.

01.03 PROCEDURES

HIPAA regulations were enacted to protect the privacy of patient health record and other health
information by health care providers among others. As a health care provider, the EIT employees shall
comply with the regulations and use reasonable efforts to protect PHI.

PHI shall be defined as information:

© 01.03.01

01.03.02

That is created or received by a health care provider

That identifies or could reasonably identify the individual

Relates to or describes the past, present or future physical or mental health or condition of
an individual; the health care services provided to an individual; and/or any past, present
or future payments for health care services provided to an individual.

Notice and Authorization

EIT may use and disclose PHI without authorization for treatment, to obtain payment for
services from the patient’s insurance plan and for the day-to-day operations of EIT.
Notwithstanding the foregoing, EIT shall, via the new patient acknowledgment form(s)
require patient authorization/consent for release of all PHI.

Use and Disclosure

EIT shall use reasonable efforts to limit the use or disclosure of PHI by limiting its use to
the minimum necessary to accomplish the intended purpose of the use, disclosure or
request.

Patients must make known, by name, any person to whom EIT may disclose PHI and
such person(s) may have that authority to receive the patient’s PHI unless revoked by the

patient and any such revocation must be in writing.

Only employees with a need to access PHI will be permitted to do so.



01.03.03

01.03.04

01.03.05

01.03.06

Only elﬁpioyees with a need to access PHI will be pe]mitted to do so. Employees will not
check their own medical record without Compliance Officer authorization.

External Transmission of PHI

PHI may be sent by EIT to external providers, insurers and others, as required and as
permitted by regulations. Employees shall use all reasonable efforts to ensure the
recipient is clearly identified through verification of the electronic remittance address,
and/or the fax number prior to transmitting such PHI.

Any PHI disclosure must be limited to the minimum necessary for its identified purpose.
Casual Disclosure

PHI access, including the ability to view computer screens or copies of medical records
(or other PHI) shall be protected. For the purposes of this policy, “access” shall mean the
ability to view or otherwise be read any PHI such as on a computer screen or by a
medical record left in a public access area. Therefore, EIT employees shall be aware of
the potential for access by those who do not have a legitimate purpose to view such PHI
and shall take all reasonable efforts to ensure such PHI is not accessible.

A violation of disclosure of PHI may also occur when employees are engaged in
conversations such as in the lunch room or outside of the building. Employees are
therefore cautioned to limit conversations involving patient information.

Records Storage and Computer Access

PHI shall be stored in a designated location (file room), which shall be locked at all times
during non-business hours. This is for any pre-EMR records which have not yet been
scanned in.

Employees will minimize their computer screens whenever the screen may be viewed by
a patient, visitor, vendor or any other non-employee and whenever that screen contains
any PHI, including the schedule.

Medical records shall not be removed from the EIT offices.
Privacy Officer

The Office Manager shall serve as EIT’s privacy officer and shall have the authority to
immediately correct any violation or suspected violation of PHI disclosure.

Employees shall report any violation or suspected violation immediately to the
privacy officer.

HIPAA training will be provided not less than annually to staff as well as to new
employees within a reasonable time after the hire date. Training may be required online.
Online training will be mandatory and will have time limits in which to complete.
Employees how do not complete the training by the deadline will be suspended, without
pay, until compliance is met. If compliance is not met within three calendar days, the
employee will be terminated.
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Privacy Policy

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED
AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.

If you have any questions, please contact the Office Manager at (210) 696-4327.

I.

II.

I1I.

IV.

V.

Our Pledge Regarding Medical Information We understand that medical
information about you and your health is personal, and we are committed to protecting
it. A record of the care and services you receive at the clinic is created and maintained
at this location. This notice applies to all of those records of your care.

We are required by law to:

e Make sure any medical information that identifies you is kept private.

e Provide you this notice of our legal duties and privacy practices regarding your
medical information.

e Follow the terms of the notice that is currently in effect. We may change our
privacy practices and the terms of our notice at any time. You may obtain a copy
of this notice by calling our office at (210) 696-4327 and requesting that a copy by
sent to you in the mail, or via email, or by asking for one at the time of your next
visit.

Purpose of This Privacy Notice This notice of privacy practices describes
how we may use and disclose your protected health information (“PHI”) to carry out
treatment, initiate payment, or conduct health care operations and for other purposes
that are permitted or required by law. The notice describes your rights to access and
control your protected health information. "Protected health information" is
information about you, including demographic information, that may identify you and
that relates to your past, present or future physical or mental health condition and
related health care services.

Who Will Follow This Notice Your record may be accessed by any health
care professional authorized to enter information into your medical record in our clinic;
and, by all staff in the clinic with a legitimate need to access your record.

How We May Use And Disclose Medical Information About You The
following categories describe ways that we use and disclose your medical
information. Examples of each category are included. Not every use or disclosure in
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each category is listed; however, all of the ways we are permitted to use and disclose
information fall into one of these categories:

e For Treatment: We may use medical information about you to provide,
coordinate, or manage your medical treatment or services. We may disclose
medical information about you to physicians or health care providers who are or
will be involved in taking care of you. We may also disclose your medical
information to your primary care provider for continued care purposes. We may
access, use and disclose protected health information for treatment and care
coordination purposes, only via electronic queries and exchanges.

e For Payment: We may use and disclose medical information about you so that
the treatment and services you receive at our clinic may be billed to and payment
may be collected from you, an insurance company, or a third party. We may
also tell your health plan about a treatment you are going to receive to obtain
prior approval and to determine whether your plan will cover the treatment.

e For Clinic Operations: We may call you by name in the waiting room when
your provider is ready to see you. We may use or disclose your protected health
information, as necessary, to contact you to remind you of your
appointment/procedure/test.

e Business Associates: We may share your protected health information with third
party "business associates" that perform various activities for our
clinic. Whenever an arrangement between our clinic and a business associate
involves the use or disclosure of your protected health information, we will have
a written contract that will keep confidential your protected health information.

Uses and Disclosures of PHI Based Upon Your Written Authorization Other
uses and disclosures of your protected health information will be made only with your
written authorization, unless otherwise permitted or required by law as described
below. You may revoke this authorization, at any time, in writing, except to the extent
that the clinic or any entity covered by the authorization has taken an action in reliance
on the use or disclosure indicated in the authorization.

Other Permitted and Required Uses and Disclosures That May Be Made
Without Your Consent, Authorization or Opportunities to Object

We may use or disclose your protected health information in some circumstances
without your consent or authorization as permitted by law. We may use or disclose
your protected health information to the extent that law requires the use or
disclosure. The use or disclosure will be made in compliance with the law and will be
limited to the relevant requirements of the law. You will be notified, as required by
law, of any such uses or disclosures. These may include but may not be limited to
Public Health, Communicable Diseases, Health Oversight, Abuse or Neglect, Legal
Proceedings, Law Enforcement, Workers' Compensation.



VIII. Your Rights You have the right to access your protected health
information. This means you may obtain a copy of protected health information about
you that is contained in a designated record set for as long as we maintain the protected
health information. A "designated record set" contains medical and billing records and
any other records that your provider and the clinic use for making decisions about you.
You will be assessed a fee for a copy of this record, prior to the records being released.

Under federal law, however, you will not have access the following records;
psychotherapy notes; information compiled in reasonable anticipation of, or use in, a
civil, criminal, or administrative action or proceeding, and protected health information
that is subject to law that prohibits access to protected health information. Depending
on the circumstances, a decision to deny access may be reviewed. In some
circumstances, you may have a right to have this decision reviewed. Please contact our
office manager if you have questions about access to your medical record.

You have the right to request a restriction of your protected health information. This
means you may ask us not to use or disclose any part of your protected health
information for the purposes of treatment, payment or clinic operations. You may also
request that any part of your protected health information not be disclosed to family
members or friends who may be involved in your care or for notification purposes as
described in this notice of privacy practices. Your request must state the specific
restriction requested and to whom you want the restriction to apply. However, if you
restrict access to any payor, you will be classified as a private pay patient and will be
required to pay all charges in full prior to the appointment.

We will consider your request, but we are not required to abide by it. If we believe it
is in your best interest to permit use and disclosure of your protected health information,
your protected health information will not be restricted. If we do agree to the requested
restriction, we may not use or disclose your protected health information in violation
of that restriction unless it is required by law or needed to provide emergency
treatment. You may request a restriction by contacting and discussing the issue with
the office manager and placing the request in writing.

IX. Complaints You may complain to the office manager or to the
Secretary of Health and Human Services if you believe your privacy rights have been
violated by us. You may file a complaint with us by notifying our office manager of
your complaint in writing. We will not retaliate against you for filing a complaint.

Effective Date: 05/01/2020



